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INTRODUCTION

In April 2021, IPPOSI hosted a Citizens’ Jury on Access to Health
Information and invited 25 individuals representing a cross-section of
Irish society to come together for three weeks to discuss who should
have access to health information, for what purposes (beyond direct
care), and with what safeguards in place. The jury verdict was published
on 7 September and the six recommendations have been shared with
health policymakers.
As part of the deliberations, we asked our jurors several questions about
their views on health information access. As a patient-led platform
representing the voice of Irish patient organisations, we wanted to
ask the same questions of our patient organisation members and
their communities.
This report shares an analysis of the responses we received from both
the patient organisations and individual members of patient
organisations. Where possible, for comparison purposes, we have also
included information on the original responses received from jurors.
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HOW DID WE CONDUCT THE SURVEY?

Taking the questions from the IPPOSI Citizens’ Jury pre- and post-jury surveys,
and adding a further two questions around reactions to the cyberattack in May
2021, we prepared two surveys:
One survey for our IPPOSI patient organisation members
One survey for the individual members of those patient organisations
We published both these surveys on surveymonkey from June-August 2021,
circulating an invitation to our members via email and across social media.

We collected 16 responses from patient organisation members.

Alpha-1
Foundation
Ireland
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We received 114 responses from members of patient

organisations, family members or carers, or members of the

public with an interest in healthcare.

77 patients with
a chronic or rare
condition

26 patient
organisation
members

17 patient carers
or family
members

13 members of
the public

1 unknown

*The categories total in excess of 114, as several respondents identified with more
than one category,

The primary focus of this report is on the responses received from
our patient organisations, with additional information about the
individual patient, family, carer or public responses included where
possible.
It is important to note that these findings represent only a sample of
perspectives – there will be other patient organisations and individuals
who have similar or differing views. Our appeal to Irish health
policymakers is that we start and sustain a national conversation
about health information management both now and into the
future. This conversation should be co-designed and co-facilitated with
public and patient representatives to ensure authenticity, accessibility,
and accountability.
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WHAT DID THEY SAY?

ON VIEWS AROUND HEALTH INFORMATION ACCESS

Patient organisations and individuals were invited to rank their tolerance
around health information access across a six-point scale:
'Zero'

'Five'

Health information is
useful for others and it is
important that it should
be used for secondary
purposes

Health information
belongs to the patient and
it is important that it
should not be used outside
their individual care
Patient organisations

14%

36%

22%

14%

7%

7%

Individuals

10%
0
Should be shared

19%
1

19%

18%
2

3

16%
4

18%
5

Should not be shared
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Of the 16 patient organisations, two declined to respond, and of the 14 responses
received, 72% (10) came down on the side of sharing access to health information
(0, 1 or 2), while 28% (4) came down on the side of not sharing access (3, 4, or 5).
Of the individuals, 5 declined to respond, and of the 109 responses received, 48%
were largely in favour of sharing access to health information (0, 1 or 2), and 52%
were less in favour of sharing access (3, 4, or 5).
Exploring the patient organisation responses in more depth, many organisations
underlined that the issue is not as clear-cut as the question posed may suggest.
There will be “a diversity of opinions, knowledge and experience” about health
information among the patient communities, and there is a “balance to be struck
between the protection of personal health information and how that
information might be used”.
Several organisations underlined the importance of developing policies and
practices around access to health information IN PARTNERSHIP with the individuals
that own the data – the patient – “Patients must be involved in the design and
delivery of these solutions, with for individual care and for improvement of
care for all patients!"
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A closer look at the individual responses
also reveals a full spectrum of opinion –
with reactions ranging from those who
state that “I have no problems with
organisations working on research
accessing my health information”, to
others who believe that “I am of the
opinion since it is my data, this can
only be done with my permission."
Many in favour of sharing access to health
information highlighted the particular
need for greater access for healthcare
service providers in order to improve
direct care, and especially to allow for
holistic, multi-disciplinary care across
institutions.
Almost all expressed the desire to have
easier access to their own information,
describing the system as “too risk-averse”
and the FOI process as “inappropriate”.
Several respondents shared stories of
chasing down copies of lab reports and
consultant letters and alluded to the
‘bureaucratic burden of disease’.
One individual stated plainly “I know that
it is almost impossible for me to access
my own information which really
angers me." Others described a process
of keeping their own informal record of
their health, often across decades, for
multiple conditions. One suggested that
the “long-planned universal patient
‘app’ would likely (hopefully) fulfil this
role”.
7
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When using information for purposes other than direct care, some individuals
clarified the importance of sharing information based only on permissions or on
consent. When this was not possible, they called on information to be anonymised,
but some pointed to the difficulties associated with anonymisation, especially in the
areas of mental health and rare diseases where patients can be easily identified.
Several acknowledged that “It is in all our interests to help new breakthroughs in
medical research”, and one suggested, “particularly in the case of disease
registries, a different more accessible pathway to use the information should
be considered and debated and of course approved by ethics committees."
But not all respondents were comfortable providing access to their information with
one stating frankly “I am concerned my details could get into the wrong hands."
Mirroring these concerns, another respondent called for information not to be shared
for commercial purposes, specifically with businesses or insurance companies.
Another was concerned about banks and employers accessing their information.
When asked for their views on information sharing, patient organisations
appeared slightly more favourable than individual patient advocates. This
position may be attributable to patient organisations having a greater
knowledge of the current health information landscape combined with a
greater understanding of the potential benefits and risks of sharing access.
Patient organisations are likely to have had more opportunities to discuss and
debate health information issues both within the health charity community
and with health policy-makers. To this end, it would be interesting and
important to explore the views of the patient organisations who were more
concerned about or averse to increased access to health information.
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ON KNOWLEDGE OF HEALTH INFORMATION ACCESS

Patient organisations and individuals were asked to estimate how much knowledge
patients have about who collects their health information and for what purposes.
Of the patient organisations, all 16 responded. One organisation (6%) proposed that
patients may know nothing about the health information gathered about them and
what it is used for. Only one organisation (6%) suggested that patients know a lot about
who currently collects their health information. Most of the respondents from
organisations (9 or 56%) believed that patients know a little, with five (31%)
claiming that patients know a moderate amount.

Interestingly, when we asked individual patient advocates, their family
members, carers, and members of the public to assess their own knowledge of
who has access to their health information and why 41% responded that they
had no knowledge and a further 29% suggested they had ‘a little’ knowledge.
Juror opinions on the levels of knowledge around health information collection
and use were not wildly dissimilar from that of patient organisations and
individuals. For each of the three groups, around 60% of responses selected that
knowledge is non-existent or poor. However, jurors were significantly less
inclined than individuals (but more inclined than patient organisation) to think
that citizens know nothing about who collects their health information. They
were also significantly more inclined (11%) than both individuals (3%) and
patient organisations (1%) to think that citizens may know ‘a great deal’ about
the management of their health information.
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KNOWLEDGE ABOUT WHO HAS ACCESS TO HEALTH

INFORMATION AND WHY, IN GENERAL

Patient
organisations

6%

Individuals

(Pre-jury)
Jurors

56%

41%

29%

11%

Nothing

31%

50%

A little

6% -1%

22%

22%

A moderate
amount

5%

6%

A
lot

-3%

11%

A great
deal

Together, the findings from patient organisations, and individuals, and jurors suggest
that the lack of confidence demonstrated may be due to a lack of communication
between information collectors (health and social care providers) and information
owners (patients and citizens). With little information on offer, people may feel like
they are left to draw their own assumptions without ‘knowing’ concretely what
information is being collected, who is collecting it, and why they are collecting it. If this
is indeed the case, it would be important that any efforts taken to plug the
information deficit may have to start with the very basics, including ‘how and
why healthcare professionals access your health information, now and in the
future’.
Given the lack of available public information around this topic, to address the
knowledge deficit (perceived or real), some patient organisations are taking steps and
“actively encouraging our members to familiarise themselves with the whole
area of health information use in research, service improvement, and health
management.” Others call for more education “to help in understanding the need
for and the importance of sharing health information for secondary purposes,
and the safety measures used to ensure patient information is safe and will be
used solely for the purpose it is intended for."
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ON KNOWLEDGE OF HEALTH INFORMATION ACCESS,
BY STAKEHOLDER

As a follow-up question, patient organisations and individuals were encouraged to
estimate how much access patients think different stakeholders currently have to
their health information. They were asked to focus on the five stakeholders
addressed within the IPPOSI Citizens’ Jury:
Healthcare professionals (clinical and administrative) in public or private
settings (hospitals, GP, community health, social care) seeking to access health
information to support service improvement, change, innovation.
Public servants in government departments and agencies (HIQA, HPRA)
seeking to access health information to support legislative, policy or practice
change.
Researchers (academic or clinical) seeking to access health information to
complete health research, with the appropriate ethics approval (publicly or
commercially sponsored).
Professionals from private health companies, contracted by the public
sector, seeking to access health information to conduct health research or
develop health innovation
Professionals from private health companies seeking to access health
information to conduct health research or develop health innovation
(medicine, device, vaccine)
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All 16 patient organisations also responded to this question. From their responses it is
clear that for three of the five stakeholder groups, patient organisations believe that
patients have – in a best-case scenario – only a moderate amount of knowledge about
who has access to their health information. None of the patient organisations
deemed that patients know ‘a lot’ or ‘a great deal’ about the access public
servants or health companies (contracted, or in general) have to their health
information. Confidence in the degree of knowledge that patients hold increases
somewhat for the remaining two stakeholders – healthcare professionals and
researchers.

The individual responses received back up the position shared by patient
organisations that the majority of patients know ‘nothing’ or ‘a little’ about the
access that public servants or health companies have to their health
information.
Of particular note, the responses suggest that individual patients may be even
less aware of the access healthcare professionals have to their health
information than patient organisations estimate – with only 32% believing that
they know ‘a lot’ or ‘a great deal’.

Confidence in knowledge about which stakeholders have access to health
information and why was much higher among the juror group than among
individuals or patient organisations. The jurors were significantly less likely to
express an opinion indicating that citizens know ‘nothing’ about who has
Healthwere
Products
Regulatory
access to their health information and why.-Jurors
significantly
more likely
to select that citizens knew ‘a lot’ or ‘a great deal’
for each (HPRA)
of the stakeholder
Authority
groups, except for health companies where the responses from individuals
indicated higher confidence in levels of knowledge.
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KNOWLEDGE ABOUT WHO HAS ACCESS TO HEALTH INFORMATION AND WHY,
BY STAKEHOLDER

Patient organisations

Health professionals

13%

Public servants

6%

19%

25%

Researchers

50%

19%

25%

31%

Health companies, contracted

31%

50%

Health companies, in general

12%

50%

13% 6%

19%

31%

44%

50%

6%

Individuals

Health professionals

13%

Public servants
Researchers

30%

25%
42%

26%

21%

Health companies, contracted

35%
28%

Health companies, in general

30%

34%

21%

11%

23%

7% -2%

22%

13%

22%

25%

9%

12%

25%

8%

12%

-4%

Jurors

Health professionals

6%

Public servants

6%

12%

12%

Health companies, contracted

12%
6%

47%

71%

Researchers

Health companies, in general

35%

23%

41%

47%

53%
32%

29%
50%

Nothing

A lot

A little

A great deal

6%
6% 6%

A moderate
amount
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ON THE BENEFITS AND RISKS

Patient organisations and individuals were
asked to evaluate the benefits and risks
involved in providing each of the five
different stakeholders with access to health
information.
All 16 patient organisations agreed that
individuals have at least ‘a little’ knowledge
(or more) about the benefits and risks of
sharing health information with healthcare
professionals. In general, knowledge about
the benefits and risks is perceived to be
greater when dealing with healthcare
professionals and researchers – and also,
somewhat surprisingly, health companies.
The individual responses were a little less
confident with a majority believing patients
know ‘nothing’ or ‘little’ about the benefits
and/or risks of sharing access to health
information with each stakeholder group.
Unusually, perhaps individuals feel like they
are no more aware of the benefits and/or
risks of sharing information with public
servants than they are of the benefits and/or
risks of sharing it with health companies.
The jurors believe individual knowledge of
the benefits and risks is high, with lower
numbers suggesting that citizens know
‘nothing’ and with higher numbers indicating
that citizens know ‘a lot’.
Of note, juror responses seemed to indicate
that knowledge about sharing health
information with health companies (either
contracted by the State or more generally)
were moderately or well understood – with
over 50% of all juror respondents selecting
these options.
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KNOWLEDGE ABOUT BENEFITS AND RISKS OF SHARING HEALTH
INFORMATION, BY STAKEHOLDER GROUP

Patient organisations

Health professionals
Public servants
Researchers

50%

31%

19%

56%

12%

19%

38%

Health companies, contracted

31%

38%

Health companies, in general

19%

19%

31%

31%

6%

31%

26%

31%

6% 6%

Individuals

Health professionals

31%

16%

Public servants

46%

Researchers

31%

22%
23%

Health companies, contracted

46%

Health companies, in general

32%
22%
25%
25%

44%

16%

25%

5%
6%

12%
18%

-4%

9%
6% 5%
7% 6%

18%

Jurors

Health professionals
Public servants

33%

44%

17%

Researchers

11%

Health companies, contracted

12%

Health companies, in general

12%

44%
28%

28%
28%

18%

6%
11%

28%

53%

25%

17%

44%

Nothing

A lot

A little

A great deal

5%
17%
19%

A moderate
amount
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In summarising the situation, one patient organisation put forward that “patients
understand that the collection, sharing, and appropriate usage of health
information (in line with GDPR and health regulations) can improve
understanding of diseases, unmet patient need, service performance, and lead
to new and improved tests and treatments." The reference to GDPR and the need
to ensure ethics approval and/or consent from the patient to access health
information was reiterated by many respondents. One organisation proposed a
guiding principle that “It (health information) can only be of benefit to the
patient, and it should only be used for such benefit."
Several individuals weighed up the benefits and risks; “Access to such personal
information could be so helpful for research purposes and obviously to
improve the experience of the Patient. Drug companies should be asked to pay
for such a resource”; “We need to think about how we link clinical data to
national and EU registries for better information on specific diseases for
research and patient outcomes”; “No information should be given to any
business that makes money out of the information."
One individual made an interesting suggestion that perceptions of benefit and risk
may change with age, stating “This does not affect me personally as I'm older
and couldn't care less if my data was published. However, if I were younger
and seeking employment, I can see where personal details might compromise
my access to employment."
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ON TRUST

Patient organisations and individuals were
invited to assess the level of trust patients
have in each stakeholder when it comes to
using their health information as authorised.
All 16 patient organisations responded,
suggesting that patient trust is lowest, not
surprisingly, for health companies, but
perhaps more surprisingly, for public servants.
Trust is again greater when dealing with
healthcare professionals and researchers.
The individual responses provided a range of
observations:
Individuals with ‘complete trust’ in health
care professionals were fewer than
expected (at 20%)
Individuals with ‘no trust’ in public
servants were, conversely, not as
numerous as expected (at just below 30%),
with individuals more likely to opt to
‘somewhat trust’ (at just under 50%)
Individuals were more trusting of health
companies (both contracted by the state
and more generally) with over 40%
claiming to ‘completely trust’ or ‘somewhat
trust’.
Of note, between 10 and 20% of individuals
selected ‘don’t know’ as a response to one or
more of the stakeholder groups, suggesting
that there might be some public awareness
and conversation needed around this issue.
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The jurors were more likely to indicate higher levels of trust in each of the stakeholders
than either individuals or patient organisations – with trust in healthcare professionals
and researchers rating particularly well. Jurors were also more comfortable putting
forward a decisive response, with fewer claiming not to hold an opinion for each of the
stakeholders.
Commenting on the issue of trust, one patient organisation described patient trust
around health information access as “absolutely paramount”. Expanding upon this
position, another patient organisation stated “Data protection, patient welfare and
informed consent are all essential principles associated with sensitive health
information” and argued that “the issue for patients arises when these principles
are not applied.” Seeking to point to solutions, another organisation proposed that
“regulations in the area of health information need to be unequivocally applied
by all parties” and stated that “no ambiguity (can) exist in terms of their
application”.
One individual respondent suggested that “confidence in public bodies' ability to
protect patients' health information is now very low” (post cyberattack). Another
put forward that “The trust is to do with individuals employed by the organisation.
The organisation needs to mandate policies and procedures in the use, storage
and access to personal information and research integrity”.
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LEVELS OF TRUST, BY STAKEHOLDER GROUP

Patient organisations

Health professionals

12%

38%

Public servants
Researchers

56%

38%

13%

Health companies, contracted
Health companies, in general

50%
6%

56%

25%

31%
44%

13%

31%

56%

31%

Individuals

Health professionals
Public servants
Researchers

10%

16%

18%
15%

Health companies, contracted

55%
28%

45%

7%

9%

60%

25%

Health companies, in general

19%

18%

34%

20%

-3%

38%

37%

38%

5%

Jurors

Health professionals

11%

Public servants

11%

Researchers
Health companies, contracted
Health companies, in general

5%
11%
16%

47%
21%

42%
52%

16%

48%

47%

31%

47%
42%

11%
37%

5%

Don't know

Somewhat trust

Don't trust

Completely trust
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ON INVOLVEMENT

Patient organisations and individuals were asked to determine what action should
be taken when access is provided to an individual's health information. They were
presented with three scenarios: the State should inform the individual, the State should
consult the individual, the State should offer opt-in/opt-out options to the individual.
Of the patient organisations, all 16 responded. Of the individual responses, between
109 and 113 responded to one or more of the three questions. Among both groups of
survey respondents, a strong majority was in favour of involving the individuals for
each of the three scenarios – information, consultation, opt-in/opt-out. The almost
unanimous call from individual respondents for opt-in and opt-out consent
options is noteworthy (110 yes, 1 no).
Looking at the responses in more detail, one organisation stated plainly “Patients
should be informed about how their data is used and should not be collected,
shared or used without consent”. This was a view mentioned (in one way or another)
by almost all the respondents who commented, with one organisation suggesting that
consent be a dynamic, ongoing process; “The collectors of the health information
check back in with the patient/his/her family to ensure that they understand the
implications of their earlier decision to share their information."
Moving from consent to involvement, many organisations emphasised the need for
partnership and co-creation, with one organisation arguing that “patients must be
involved in the design and delivery of these solutions (an individual health
identifier and an electronic health record)."
The jurors were unanimous in the view that opt-in and opt-out solutions should be
provided when involving citizens in decisions about who should have access to their
health information and for what purposes.
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INVOLVEMENT IN DECISIONS ABOUT ACCESS TO
HEALTH INFORMATION

Patient organisations

Inform patient

5%

95%

Consult patient

81%

Opt in/Opt out

9%

12%

88%

Individuals

Inform patient

95%

Consult patient

89%

Opt in/Opt out

5%

11%

99%

-1%

Jurors

Inform patient

89%

Consult patient

84%

Opt in/Opt out

11%

16%

100%

YES

NO

22

ON THE DIFFERENCE BETWEEN IDENTIFIABLE
AND NON-IDENTIFIABLE

Patient organisations and individuals were asked to rate how much patients
understand the terms ‘identifiable’ and ‘non-identifiable’ health information.
Of the patient organisations, all 16 responded. Two organisations suggested that
patients understand the terms very well. Most respondents (9) believed that patients
have a little understanding, with four claiming that patients understand moderately
well. One organisation proposed that patients would be unlikely to be able to
distinguish between the terms.
Of the individuals, 113 responded. 43% indicated that they have no understanding of
the two terms with a further 17% claiming ‘a little’ understanding. 40% believe they
have ‘a moderate amount’ or ‘a lot’ of understanding when it comes to the two terms.
The jurors were evenly split in their responses – with a quarter of respondents
allocated across the four options.
UNDERSTANDING OF TERMS 'IDENTIFIABLE' & 'NON-IDENTIFIABLE' INFORMATION

Patient organisations 6%

56%

25%

13%

Nothing
A little

Individuals

43%

17%

24%

16%

A moderate
amount
A lot

Jurors

22%

28%

22%

28%
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ON SECURITY

Patient organisations and individuals were
invited to assess to what extent patients
believe that health information is safe or
safeguarded.
Of the patient organisations, all 16
responded. A majority of organisations (10)
believe that patients have a relatively
positive outlook on the safety of their health
information – with seven organisations
believing that patients think that their
information is moderately safe and three
organisations believing that it is very safe.
However, one-third of the organisations are
less optimistic, with five organisations
putting forward that patients may only have
‘a little’ confidence in the safety of their
health information and one organisation
suggesting that patients have no confidence
that it is safe.
Noteworthy, the individual responses
indicated that 24% had no confidence that
their information was being held securely
with a further 29% indicating that they had
little expectation of safety. Although this is
significant in and of itself, it is important to
temper this finding with the knowledge that
29% had moderate confidence and 18% had
a lot of confidence.
The jurors' views on the safety or security of
health information were significantly more
positive than for individuals or patient
organisations. 47% of jurors indicated that
they believe that their health information is
very secure, 41% believe that it is moderately
secure, and 12% believe that it is a little
secure. None believe that their information
is not at all secure.
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VIEWS ON SAFETY OF HEALTH INFORMATION

Patient organisations

6%

Individuals

Jurors

24%

12%

44%

31%

29%

19%

29%

18%

47%

41%

Nothing

A moderate amount

A little

A lot

Offering an explanation of the situation,
one organisation commented
“Some patients are oblivious to data collection
and couldn't care less as long as they feel they
are being looked after. Others are very
concerned about data privacy - the recent HSE
cyber-attack does not help."
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ON THE CYBERATTACK

Patient organisations and individuals were asked specifically about their reaction to the
May 2021 cyberattack on the Irish health system, and whether this had changed their
opinion on access to health information for secondary purposes.
Of the patient organisations, all 16 responded. Just under half of the organisations (7
or 44%) indicated that the cyberattack has influenced their views on health information
‘a great deal’ (25%) or ‘a lot’ (19%). Six organisations (38%) shared that it had affected
their perspective ‘a little’, with three organisations (19%) believing that it had no impact
on their position around sharing health information.
One of the organisations reporting no impact on their views, described cyber attacks as
‘inevitable’ and ‘bound to happen’. One of the organisations indicating a big impact
on their views clarified, “The value of access to health information for secondary
purposes has not changed but the cyberattack will result in increased
nervousness about data protection." Another organisation added matter-of-factly,
“people will ask more questions and want more verification of security in a
language that they understand."
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Almost all organisations underlined the need to fund more investment in cybersecurity,
with one response describing the lack of security as ‘frightening’ and another
lamenting that the attack has “added to the negative impression of the
effectiveness of safeguards for data held electronically in healthcare and other
settings." A sentiment which was shared by others, “Security will need to be vastly
improved; the damage has been done and trust (not great to begin with) has been
compromised."
The need for investment more broadly across the health information infrastructure was
also raised – the attack “highlighted the inconsistencies across the health system
when it comes to IT and the separate systems used by HSE hospitals, private
hospitals, voluntary hospitals and primary care providers. The different
infrastructures revealed how far away the country is from the integration of an
eHealth model." One organisation celebrated the practice of encrypting health
information held in registries.

Individual responses were on par with those of patient organisations, with
individuals claiming only marginally less of an impact on their views – 23% stated
that the cyberattack had no impact on their views and only 16% selected that it
had ‘a great deal’ of impact on their views.
Many of the individual comments echoed the comments made by patient
organisations around the inevitability of the cyberattack; “NO information stored
online is completely safe”, “Cyber attacks can target the most secure systems”,
“Nowhere has a safe system for keeping private information private."
While cybercriminals were clearly to blame, many voiced concerns about the
preparedness of the Irish health system to handle such an attack; “Investment in
cybercrime prevention is pitiful”, “There will always be hackers but IT needs to be
up to date”, “Security was not tight enough."
The call for more funding for cybersecurity was also made by several individuals;
“More money needs to be invested by the government in all public IT systems to
prevent further attacks”, “It is usually the case that we are not willing to pay for
the level of security that would have protected the system”, “Hopefully this
(attack) will ensure proper investment in systems and staff going forward."
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VIEWS ON ACCESS TO HEALTH INFORMATION
AFTER THE CYBERATTACK

Patient organisations

Individuals

19%

37%

24%

23%

Jurors

19%

37%

18%

21%

Nothing

A lot

A little

A great deal

25%

19%

26%

16%

11%

5%

A moderate
amount

Responses from patient organisations and individuals are comparable to responses
from the jurors – with similar numbers (when totalled together) indicating that the
cyberattack had ‘not at all’ or only ‘a little’ changed their views on access to health
information. Of note, a higher percentage of jurors believed that the cyberattack had
had no impact on their perspectives around health information access.
When invited to build upon their responses, several jurors voiced the belief that “if
it’s going to happen, it’s going to happen”, as “these attacks happen from time
to time in other areas of our society” with most acknowledging that “nothing is
unhackable." One juror stated “the cyber-attack did not surprise me at all - even
with regulation, information, and involvement (safeguards), sensitive
information is always at risk of being leaked”, adding that “this should not stop
progress in this whole area." Another summarised “The solicitor (a Citizens' Jury
witness) put it well when it came to data leaks. In order for a better health
system, we must provide data and be aware of the fact that all data will
eventually leak."
One juror appeared to buck against this trend suggesting that “if a secure system
was in place with appropriate safeguards and training for all those using it, an
attack like this wouldn’t happen."
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ON APPROPRIATE
RESPONSES TO THE
CYBERATTACK

Patient organisations and individuals were
asked to select the most appropriate
response to future cyberattacks.
Of the 16 patient organisations, 15
responded. 11 organisations (74%) called for
more cybersecurity funding, two (13%)
recommended maintaining and testing
cyberattack response plans, and two (13%)
called for improved cybersecurity awareness
through education and training.
A majority of individual responses (53%)
also backed the call to increase funding for
cybersecurity measures, with 13% opting for
maintaining
and
testing
cyberattack
response plans, and 19% proposing to
improve cyber security awareness through
education and training. Surprisingly, three
individuals (3%) called for a halt to all digital
health projects and a return to a paperbased system
When asked for their comments on how to
move forward, one individual stated plainly
“We can’t let the cyberattack change
everything." One upheld “Paper is still the
safest way. It may not be quicker, but it’s
definitely safer”, while another claimed,
“Returning to a paper system would be
madness." A clear majority indicated a
preference for improving the security of our
health information in its digital format.
Many respondents agreed that a multifaceted approach was needed, with a
combination of increased cybersecurity
funding,
improved
cybersecurity
awareness,
and
more
frequent
cybersecurity testing. One called for a
proper “cybersecurity division."
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A common theme in the comments received was the need to have a contingency
plan in the event of further attacks. It was proposed that paper files be kept for
a defined period of time. Giving the patient access to their health information
via a portal or an app was also suggested by several individuals who described
this approach as creating informal ‘ backups’ of the information.

VIEWS ON THE MOST APPROPRIATE RESPONSES TO THE CYBERATTACK

Halt all digital health projects &
return to paper-based system

-3%

58%

Fund increased cybersecurity measures

53%
74%
26%

Improve cybersecurity awareness
through education & training

19%
13%
16%

Maintain & test cyberattack response plans

25%
13%

Juror opinion
Individual opinion
Patient organisation
opinion

Adding their own suggestions, one organisation called for increased IT infrastructure
investment (more generally). Another called for “strong communications with the
public, as to the mistakes made and what protections will now be put in
place.” Echoing this proposal, one organisation emphasised the role of education in
helping people to “understand the need and the importance of sharing health
information for secondary purposes, and the safety measures used to ensure
patient information is safe and will be used solely for the purpose it is
intended for."
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Again, responses from patient organisations and individuals are comparable to
responses from the jurors – with 58% of jurors emphasising the importance of
increased funding for cybersecurity measures.
The sense of inevitability expressed by many was also accompanied by repeated
calls from jurors for “a more robust and secured system to protect the health
data of residents” and for the HSE to “install better safeguards." One juror put it
plainly, “I am very concerned that the HSE won’t invest in adequate and futurethinking cybersecurity”, another described the cyberattack as “my personal
nightmare, that my health history could be publicised and known by random
strangers or friends, colleagues, or family members.” Interestingly, some jurors
suggested that building a system where individuals control and manage their
health information might mitigate future cyberattacks; “The key to (managing)
detailed data is the patient. If I control my data, this also protects the HSE."
Others elaborated further, “separate patient information from health
information and only match it in a secure way – preferably with the involvement
of the patient or the carer."
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WHAT DOES IPPOSI THINK?

The findings from these two surveys (patient organisations and individual patients),
combined with our experience of the IPPOSI Citizens’ Jury on Access to Health
Information, draw one clear conclusion: the public and patients have a strong
interest in discussing issues around access to health information.
But our research in this area also shows, that while there is a shared interest in the
topic, there is not necessarily a shared agreement on how the issues around
access to health informatiom should be managed going forward. There is clearly a
diversity of perspectives, and these perspectives all need to be voiced, heard, and
explored before any common ground can be established.
We are of the opinion that the Government must show leadership and start a
national conversation around health information – who owns it, who has it, what
do they have, how do they have it, what can they do with it. These and other questions
must be asked, and answered, as we plan for our health information future, together.
To ensure that the conversation is an informed one, with citizens on an equal footing,
we must have public information and public education on health information.
Plain language, accessible, multichannel information and education must be codesigned and co-disseminated with public and patient representatives.
Indeed, the principle of co-creation and partnership with the public and patients
must be central to our broader approach to health information. Legislation,
strategy, policy and projects must be developed hand-in-hand with the citizens and
service users who generate the health information. Only by doing so can we work
through the myriad of opinions and arrive at social, ethical, practical and sustainable
solutions that meet the needs and expectations of individuals.
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